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l. NHAN THU'C CHUNG VE KHONG GIAN MANG
1. Mot so khai niéem co ban

Khong gian mang

An ninh mang

Bao ve an ninh mang
101 pham mang

Tan cOng mang
Khung bo mang

Gian diep mang




(1) KHONG GIAN MANG

Khong gian mang la mang ludi két noi cla co so ha tang cong nghé thong tin, bao gom
mang vién thong, mang Internet, mang may tinh, hé thong thong tin, hé thong xt ly va diéu
khién thong tin, co so di liéu; 1a noi con ngudi thuc hién cac hanh vi xa hoi khong bi gidi
han bai khong gian va thoi gian (Khoan 3, Diéu 2, Luat An ninh mang).

071 Chinh sach, phdp luat 02 Nang luc cong nghé 03 Noi dung thong tin

04 Ngubdn nhén luc 05 T& chirc bd may 06 Y thic con ngudi



guan quan ly nha nuéc

chirc quoc té, tao hanh I



NANG LUC CONG NGHE D o

La kha nang st dung va nghién ctru cong nghé mdi tdc dong dén khong gian
mang. Céc loai cong nghé nén tang, nhu cong nghé mang (néu khong c6 cong
nghé mang, thi khong c6 Internet, mang vien thong, truyén thong...), cong nghé
dién tu, ban dan, vi xtr ly (néu khong c6 cong nghé dién tu, ban dan, vi xu Iy sé
khong cé cac nén tang phan cirng), cong nghé phan mém (néu khéng c6 cong
nghé phan mém thi khong c6 “linh hon” cho may tinh va mang may tinh hoat *
dong). Ngoai ra, con cé cac quy dinh chuan cong nghé, cdc quy trinh phuorng
thirc giao tiép, giao dién gitra cdc tang kién tric cua cong nghe...
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0i dung thong tin la
en khong gian mang
ang cua mot nganh
st dung va phat trién

trién khong gian mang



chuyén biét, hiéu biét

nghiép vu chuyén ngan
thé chu dong thé chu d
lwve dong vai tro quyét

khong gian mang.
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Y thirc cta ngudi trén

phap luat, chuan cong
van hoéa khi tham gia

dinh toc do va xu hu



(2) AN NINH MANG

An ninh mang la su bao dam hoat dong trén khong gian mang
khong gay phuong hai dén an ninh quoc gia, trat tu, an toan xa
hoi, quyén va lgi ich hogp phép cua co quan, t0 chirc, ca nhan
(Khoan 1, Diéu 2, Luat An ninh mang).



(3) BAO VE AN NINH MANG

Bao vé an ninh mang la phong ngura, phat hién, ngan chan, xu
ly hanh vi xam pham an ninh mang (Khoan 2, Diéu 2, Luat An
ninh mang).



(4) TOI PHAM MANG

Toi pham mang la hanh vi st dung khong gian mang, cong
nghé thong tin hoac phuong tién dién ti dé thuc hién 10i pham
dugc quy dinh tai BO luat Hinh su (Khoan 7, Diéu 2, Luat An
ninh mang).



(5) TAN CONG MANG

Tan cong mang la hanh vi st dung khéng gian mang, cong
nghé thong tin hodc phuong tién dién tir dé pha hoai, gay gian
doan hoat dong cua mang vién thong, mang Internet, mang
mdy tinh, hé thong thong tin, hé thong xt ly va diéu khién
thong tin, co so dit liéu, phuong tién dién tir (Khoan 8, Diéu 2,
Luat An ninh mang).






(6) KHUNG BO MANG

Khing bo mang la viéc st dung khong gian mang, cong nghé
thong tin hodc phuong tién dién tr dé thuc hién hanh vi khung
bo, tai trg khung bo (Khoan 9, Diéu 2, Luat An ninh mang).



(7) GIAN DIEP MANG

Gian diép mang la hanh vi co y vugt qua canh bao, ma truy
cap, mat ma, tuwong Itra, si dung quyén quan tri cua nguoi
khac hodc bang phuong thirc khac dé chiém doat, thu thap trai
phép thong tin, tai nguyén thong tin trén mang vién thong,
mang Internet, mang mdy tinh, hé thong thong tin, hé thong xu
ly va diéu khién thong tin, co so di liéu hodc phuong tién dién
ttr cua co quan, to chirc, ca nhan (Khoan 10, Diéu 2, Luat An
ninh mang).



AN

I. QUY PINH PHAP LUAT VE AN NINH MANG VA PHONG, CHONG
TOI PHAM SU DUNG CONG NGHE CAO

1. Quy dinh vé cac hanh vi bi nghiém cam
- Diéu 8, Luat An ninh mang quy dinh cac hanh vi bi nghiém cam vé an ninh mang, bao gom:

+ Sir dung khong gian mang dé thuc hién cac hanh vi: Vi pham phéap luat vé an ninh quoc gia,
trat tu, an toan xa hoi; To chtrc, hoat dong, cau két, xui giuc, mua chudc, Itra gat, 10i kéo, dao
tao, huan luyén nguoi chong Nha nuwde Cong hoa xa hoi chu nghia Viét Nam; Xuyén tac lich s,
phu nhan thanh tuu cach mang, pha hoai khoi dai doan két toan dan toc, xdc pham ton gido,
phan biét d6i xur vé gidi, phan biét chung toc; Thong tin sai su that gay hoang mang trong
Nhan dan, gay thiét hai cho hoat dong kinh té - xa hoi, gay khé khan cho hoat dong cua co
uan nha nudc hodc ngudi thi hanh cong vu, xam pham quyén va lgi ich hop phéap cua co
an, to chu*c: cd nhan khdac; Hoat dong mai dam, té nan xa hoi, mua ban nguoi; dang tai

0, doi truy, t0i 4c; pha hoai thuan phong, my tuc cua dan toc, dao dirc xa hoi —
oe cua cong-dong; Xui giuc, 16i kéo, kich dong ngudi khac pham t6i. @




+ Thuc hién tdn cong mang, khing bé mang, gian diép mang, t0i pham mang, gay su co tan
cong, xam nhap, chiém quyén diéu khién, lam sai léch, gian doan, ngung tré, té liét hodc pha
hoai hé thong thong tin quan trong vé an ninh quoc gia.

+ San xuat, dua vao st dung cong cu, phuong tién, phan mém hodc ¢ hanh vicantro, gay roi
loan hoat dong cua mang vién thong, mang Internet, mang may tinh, hé thong thong tin, hé
thong xt ly va diéu khién thong tin, phuwong tién dién ti; phat tan chrong trinh tin-hoc gay hai
cho hoat dong cua mang vién thong, mang Internet, mang may tinh, hé thong thong- tin, hé
thong xt&r Iy va diéu khién thong tin, phuong tién dién tir; xam nhap trai phép vao-mang vien
thong, mang may tinh, hé thong thong tin, hé thong xt& Iy va diéu khién thong tin, co so dit liéy,
phuong tién dién tir cua ngudi khac

+ Chong lai hoac can tro hoat dong cua luc lugng bao vé an ninh mang, tan cong, vo hiéu hoa

trdi phap luat lam mat tac dung bién phdp bao vé an ninh mang.
+ Loi dung hodc lam dung hoat dong bao vé an ninh mang dé xam pham chu quyén, lgi ich, an
inh quoc gia, trat tv, an toan xa hoi, quyén va lgi ich hgp phap cua co quan, t6 chirc, ca nhan

ac deé truc loi




- D6i v6i quy dinh lién quan dén bao vé bi mat nha nudc, nghiém cam cdc-hanhvi:-Soan thao,
lwu gitr tai liéu bi mat nha nude trén may tinh hodc thiét bj khac da két noi-hodc dang két noi
vGi mang internet, mang vién thong, trir trwong hop luu gilt bi mat nha nude theo quy dinh
phap luat vé co yéu; Truyén dua bi mat nha nudc trén phuong tién thong tin, vien thong trai
vGi quy dinh cua phap luat vé co yéu; dang tai, phat tan bi mat nha nudc trén phuong tién
thong tin dai chliing, mang internet, mang may tinh, mang vien thong....

- Doi voi quy dinh vé bao vé dit liéu ca nhan, nghiém cam cac hanh vi: Xt Iy dit liéu cd nhan
trdi voi quy dinh cua phap luat vé bao vé dir liéu ca nhan; Xt Iy dit liéu cé nhan dé tao ra thong
tin, dit lieu nham chong lai Nha nudec Cong hoa xa hoi chu nghia Viét Nam; Xu ly dir liéu cé
nhan dé tao ra thong tin, dir liéu gay anh hudng t6i an ninh quoc gia, trat tu an toan xa hoi,
quyén va lgi ich hgp phép cua to chirc, cd nhan khac; can tro hoat dong bao vé dit liéu ca nhan
Ua co quan cé tham quyén; loi dung hoat dong bao vé di liéu ca nhan dé vi pham phép luét.
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2. Cac vi pham phap luat vé phong chong t6i pham st dung céng nghé cao

Theo quy dinh tai khoan 5 diéu 25 Thong tu 56/2017/TT-BCA ngay 16/11/2017 cua Bo Cong. an
(stra d0i, b0 sung 2018), Cuc An ninh mang va ph(‘)ng, chong t0i pham su-dung cong nghé cao,
Phong An ninh mang va phong, chéng t6i pham st dung cong nghé cao Cong an cap tinh co
tham quyén khai t0 vu an hinh su, 14y 16i khai, khdam nghiém hién truong, kham xét, thu git, tam
gilt va bao quan vat ching, tai liéu lién quan truc tiép dén vu an, chuyén ho so vu an cho Co
quan diéu tra c6 tham quyén trong thoi han 07 ngay, ké tir ngay ra quyét dinh khdi t6 vu an, doi
vai cac t0i danh sau:

%ﬁ#\ o




Chuong XIIl. CAC TOI XAM PHAM AN NINH QUOC GIA
"0i phan boi T6 quoc
0i hoat dong nham |at do chinh quyén nhan dan

Piéu 108. "
Piéu 109. T
Piéu 110.
Piéu 111.
Piéu 112.
Piéu 113.
Diéu 114.
Piéu 115.
Piéu 116. Toi

O>

Diéu 117. Toi lam, tang tri, phat tan hodc tuyén truyén thong tin, tai liéu, vat pham nham chong Nha
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TOi gian diep

Toi xdm pham an ninh lanh tho

Toi bao loan

ung bé nham chong chinh quyén nhan dan

noai co so vat chat - ky thuat cua nude Cong hoa xa hoi chu nghia Viét Nam
noai viéc thuc hién céac chinh sach kinh té - xa hoi

noai chinh sach doan két

nuwdc Cong hoa xa hoi chu nghia Viét Nam

Diéu 118. Toi phd roi an ninh

Diéu 119. Toi chdong pha co s giam gilt

Piéu 120. Toi t0 chirc, cudng ép, xui giuc nguoi khac tron di nwde ngoai hodc tron & lai nude ngoai nham

h&0a chi

uyén nhan dan

101 tron

uéc ngoai hodc tron 6 lai nuée ngoai nham chong chinh quyén nhan dan
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Chuong XXVI. CAC TOI PHA HOAI HOA BINH, CHONG LOAI NGUOI VA TOI PHAM CHIEN TRANH

Diéu 421. Toi pha hoai hoa binh, gay chién tranh xam lugc

Diéu 422. Toi chong loai nguoi

Diéu 423. T6i pham chién tranh

Diéu 424. Toi tuyén mo, huan luyén hodc st dung linh danh thué
Diéu 425. Toi lam linh danh thué
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Chuong XXI. CAC TOI XAM PHAM AN TOAN CONG CONG, TRAT TU' CONG CONG

Muc 2. TOI PHAM TRONG LINH VUC CONG NGHE THONG TIN, MANG VIEN THONG

Piéu 285. Toi san xuat, mua ban, trao doi hodc tang cho cong cu, thiét bi, phan-mém dé st dung vao muc dich

trai phap luat

Diéu 286. Toi phat tan chuong trinh tin hoc gay hai cho hoat dong cia mang may tinh, mangvién thong, phuong

tién dién tu

Diéu 287. Toi can trd hodc gay roi loan hoat dong cia mang mady tinh, mang vién thong, phwrong tién dién tw

Diéu 288. Toi dua hodc str dung trdi phép thong tin mang mady tinh, mang vién thong

Diéu 289. Toi xam nhap trai phép vao mang mdy tinh, mang vién thong hodc phuong tién dién t&r cua nguaikhac

Diéu 290. Toi s dung mang may tinh, mang vién thong, phuong tién dién ti thuc hién hanh vi chiém doat tai san

Diéu 291. Toi thu thap, tang tri, trao doi, mua bén, cong khai hoa trai phép thong tin vé tai khoan ngan hang

Diéu 292. (bai bo)

Diéu 293. Toi str dung trdi phép tan so vo tuyén dién danh riéng cho muc dich cap ctru, an toan, tim kiém, cttu ho,
tu nan, quoc phong, an ninh

3\%4. Toi c6 y gay nhiéu c6 hai
ZaN 7\\
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Piéu 207. Toi lam, tang tri, van chuyén, lvu hanh tién gia

Piéu 208. Toi lam, tang tri, van chuyén, lvu hanh cong cu chuyén nhuong gia-hoae céc gidy toco gia gia khac
Diéu 282. Toi chiém doat tau bay, tau thuy

Diéu 283. Toi diéu khién tau bay vi pham cac quy dinh vé hang khong cua nuéc Cong-hoa xa hoi chi nghia
Viet Nam

Diéu 284. Toi diéu khién phuong tién hang hai vi pham cdc quy dinh vé hang hai cia nwdc Cong hoa-xa hoi
chu nghia Viét Nam

Diéu 299. Toi khung bd

Diéu 300. Toi tai tro khung bd

Diéu 303. Toi pha huy cong trinh, co s@, phuong tién quan trong vé an ninh quoc gia

Diéu 304. Toi ché tao, tang trir, van chuyén, st dung, mua ban trai phép hodc chiém doat vii khi quan dung,
phuong tién ky thuat quan su

Piéu 305. Toi ché tao, tang trir, van chuyén, st dung, mua ban trai phép hodc chiém doat vat liéu nd
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Diéu 309. Toi san xuat, tang trit, van chuyén, st dung, phat tan, mua ban trai phép hodc chiém doat chat
phdng xa, vat lieu hat nhan

Diéu 337. Toi c6 y lam 10 bi mat nha nudc; t0i chiém doat, mua ban, tiéu huy tailieu bi mat nha nude

Diéu 338. Toi vo y Iam 10 bi mat nha nuéc; toi lam mat vat, tai liéu bi mat nha nudc

Piéu 174. Toi llra dao chiém doat tai san

Diéu 206. Toi vi pham quy dinh trong hoat dong ctia cac to chirc tin dung, chi nhanh ngan hang nu'de ngoai
Diéu 217a. Toi vi pham quy dinh vé kinh doanh theo phuong thirc da cap

Diéu 225. Toi xam pham quyén tac gia, quyén lién quan

Piéu 321. Toi danh bac

Diéu 326. Toi truyén ba van héa pham doi truy

Diéu 328. Toi moi gidi mai dam
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1. TINH HINH TOI PHAM LUA PAO TREN KGM

"Loagi t6i pham nay cé 3 dac diém
dan dén khé phdt hién, x ly la:
khéng bién gidi, tinh an danh cao,
trinh d6 c6ng nghé cao. Hau hét dai
thuc co cai gi thi trén mang cé cai do,
va dai thuc chi cé mot thi trén mang
cé thé nhdn Ién nhiéu lan. Do vay,
gidi phdp déu tranh vdi loai téi pham
nay cling phdi co tinh dac thu".

Déng chi Thugng tudng Ludng Tam Quang, B6 trudng Bé6 Céng
an trd I8i chdt phdn tai phién hop Quéc héi ngay 22/8/2024




1. TINH HINH TOI PHAM LUA PAO TREN KGM

- Van nan trén toan thé gidi, trong dé co Viét Nam.

- Nhiéu vu ltra dao truc tuyén chiém doat tai san co gia tri
cao, anh huong nghiém trong dén trat tu an toan xa hoi.

- Xay ra ¢ hau hét céc dia phuong, chiém ty |é cao trong co
ciu toi pham hinh su

- Lién tuc thay doi phuong thire, si dung nhiéu thu doan
pham toi mai; hoat dong tinh vi, chuyen nghiep haon

- Hoat dong xuyén quoc gia v6i sw mdc noi, hoc tap kinh
nghiém cua cdc bang nhdm toi pham trén thé gidi




Thé gioi

Nam 2023, thé gidi udc tinh
thiét hai la 1.026 ti USD,
twong duong 1,05% GDP
toan cau*

Viet Nam

Nam 2023, thong ké trén Cong canh bdo an toan thong tin
ghi nhan gan 16.000 phan anh ltra dao truc tuyén, thiét hai
hon 390.000 ti dong, twong duong 3,6% GDP. Riéng luc
uwong ANM va PC TP st dung CNC ca nuée da tiép nhan
non 3.500 vu viéc lira dao, tong so tién thiét hai hon 2.487
ti dong.*

3 SO LIEU VE LUA DAO CPTS TREN KGM

Pong Nai

Tai Dong Nai, trong 6 thang dau
nam 2024, da tiép nhan 76 vu
lira dao qua mang, tong so tién
thiét hai trén 325,4 ti dong. Da
lam rd 04 vu/14 doi twong

(sO liéu tai HOi thao phong, chong lita dao trén KGM ngay 13/5/2024 o Ha Noi)



PAC DIEM CUA TOI PHAM LUA DAO CHIEM DOAT TAI

SAN TREN KHONG GIAN MANG

Hoat dong
tren khong
gian mang
hodc st dung
cac thiét b,
phan mém
cong nghé co
tinh an danh
cao dé thuc
hién hanh vi
pham 10i

Khai thac 16
hong bao mét
trén cdc thiét
bi dién tur hodc

so ho cua
nguoi dung khi
tham gia moi
truong mang

Panh vao long
tham, tam ly
hoang mang,

thiéu nhan
thirc, canh
gidc cua nguoi
dan khi tham
gia mang xa
hoi

Hoat dong co
t0 chtrc, phan Loi dung

cong nhiém vu nhitng so ho
cu thé cho trong cong tac
tirng nhom QLNN vé cung
khac nhau. cap dich vu

Xay dung kich vien thong,

ban cho nhan internet, ngan
vién trudc hang... dé
tirng tinh pham t0i

huong cu thé



CAC HINH THUC TUYEN TRUYEN

Tuyén truyén miéng truc
tiep dén nhan dan

Canh bdo qua to roi gui
dén nhan dan, nhan vién
ERRENT

Qua béo, dai, cong thong
tin dién t&r Cong an tinh

Qua MXH (fanpage Cong
an tinh va Cong an cac
don vi, dia phuong)

Tham muu van ban gui
cdc cap, cac nganh trén
dia ban tinh dé canh bao

Qua tin nhan SMS cua
cdc cong ty vien thong







IV. CAC HINH THUC LUA DAO PHO BIEN HIEN NAY

(4 Lira déo mua ban hang héa, dich vu (vé may bay, du lich) gia ré

e d

I

. Chiém doat tai khoan mang xa hoi sau dé gia mao ngudi than, quen nhan tin,
_/ goi dién mugn tién

IN,

<=~ Ltra dao chuén héa thong tin (thué bao di dong, VNelD, tai khoan ngén hang...)
e yéu cau truy cap hodc cai dat &ng dung doc hai

: 4 >, Gia mao co quan, t0 chirc, cd nhan tuyén nguoi mau, cau thu nhi, nguoi dai
~=-" dien thuong hieu ...sau do l0i keo lam nhiem vu online

=. Gia danh cong ty tai chinh, ngan hang dé ho trg cho vay, nang han muec tin
dung sau do yéu cau chuyén tién dé lam thu tuc

01



—. (Gia mao danh nghia co quan, to chirc phat tan tin nhan SMS Brandname chira duong dan
‘ truy cap vao cdac website gia mao yéu cau cung cap thong tin cd nhan hodc tai vé (rng
dung doc hai

)

(‘) Lira dao tham gia dau tu san chirng khoan ao, tién ao, da cap... sau dé khoa, danh chay tai
" khoan hoic danh sap san

[ IV, N

6 Lira dao tinh cam sau do6 dan du dau tu tai chinh, lam nhiém vu online hodc gui tién, qua
~2=7 cogiatri

=~ Lua dao qua hinh thirc tuyén cong tac vién cho céc san thuong mai dién tu, viéc nhe
‘ lwrong cao

~ Gia danh co quan cong quyén (cong an, vién kiém sét, toa an, hai quan...), van phong luat
=-’ su, ngan hang... goi dién de doa yéu cau chuyén tién hodc ho trg lay lai tién da bi lira dao




1. LUA DAO MUA BAN HANG HOA, DICH VU (VE MAY BAY, DU
LICH...) GIA RE

a) Thu doan

Cac doi twong dang tai bai viét
guang cao cdac loai hang hda, dich
vu voi mirc gid ré hon so vGi thi
truong. Khi nguoi dan lien he, cac
doi twong tao vo boc uy tin, yéu cau
nguoi dan chuyén tién dat coc hodc
ra tién trudc, sau do chiém doat s6




b) Dau hiéu

Gia mao website/fanpage cua cong ty du lich uy tin, dai ly vé may bay...v6i-giao dién-giong
trang web that; lam gia anh chup bién lai, hda don thanh toan va dé nghi nan"nhan chuyén
khoan thanh toan. Sau khi khach hang chuyén tién,cdc doi twong sé-chiém doat.tién va chan

lien lac.

08 19006088
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c) Bién phap phong tranh

- Can tim hiéu ky thong tin khi lua chon mua sam hang hoa hodc-cac goi dich vu trén
mang, nén lra chon mua hang, dich vu dat tour, dat phong, dat vé mdy bay:..-cua nhirng
cong ty uy tin.

- C6 thé dé nghi phia doi tac cho xem hoa don chirng tlr, gidy phép hoat dong kinh-doanh;,
gidy t0, chirng chi hanh nghé... cua cong ty Iit hanh, du lich; dé nghi thanh todn sau khi
nhan va kiém tra hang doi véi céc giao dich mua hang truc tuyeén.

- Cha y ky tén website, website gia sé gan giong vdi tén website that nhung sé cé thém
hodc thiéu mot so ky tu. Tén mién gia thudng st dung nhitng dudi la nhu

Chon cdc trang mang xa hoi c6 dau tich xanh (da duogc xac thuc) hodc chon céc trang

ng xa hoi uy tin ma minh biét rd thong tin cua nguai ban.
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2. CHIEM DOAT TAI KHOAN MXH SAU DO GIA MAO NGUO1 THAN,
QUEN NHAN TIN, GOI BPIEN MUQN TIEN

a) Thu doan

Cac doi tuogng sau khi danh cap duoc tai khoan mang xa
hoi, sé nghién ctru cach thirc noi chuyén cua chu tai khoan
vGi ban be, nguoi than hoac thu thap céac video cua chu tai
khoan con luu trén mang xa hoi, st dung can cudc cong
dan gia dang ky tai khoan ngan hang online trung vdi tén
cua chu tai khoan mang xa hoi bi danh cap, khién cho nan

han |am tuwong rang dang chuyén tién cho ban be, nguoi
than cua minh. Sau d6 nhan tin hodc goi dién cho nquoi

%whb chuy&n khoan ho.




Hién nay, doi tuogng lira dao con st dung tri tué nhan tao (Al), noi*bat [a-cong nghé
deepfake, dé tao ra cac cudc goi video gia mao véi chat lwvong cao-tir nhirng hinh-anh; am
thanh thu dugc tir facebook nham tang long tin cho nan nhan.
|
Vivi

Your animated
photo is ready!
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PROtDS and share thaem weth y J

-
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Q, 0963822222 | [ mediavtv2a@gmail.com ®




b) Dau hiéu

- Su thay doi dot ngot trong ngon ngir hodc phong cach viét: Néu tin nhan-tir-ban be cosu
thay doi dot ngot trong cdch viét, tir ngir khong giong vdi phong céch théng thuong hodc ¢6

chira céc 10i € la lung, can than hon.

- Duong link dang ngo: Kiém tra duwong link duge chia sé trong tin nhan. Néu'duong link'cd
dau hiéu dang ngo nhu tén mién khong pho bién, thiéu ky tu an toan (https://),-hodc diéu
hudng dén cac trang web khong ré nguon goc hodc dang ngo, hay tranh nhap chuodt hoac truy

cap vao duong link do.
- Yéu cau cung cap thong tin ca nhan hodc thong tin dang n
cung cap thong tin cd nhan nhay cam hodc thong tin dang n

ien tai khoan cua ban.

na

na

0: Luu y rang ban khong nén

0 (tén dang nhap, mat khau)

thong qua tin nhan hodc email. Lira dao thuong st dung thu doan nay dé chiém quyén diéu

o



b) Bién phap phong tranh

- Xac minh thong tin: Hay thi lién hé truc tiép véi ho thong qua cac phuong tién, néntang
khac (dién thoai, zalo, viber, telegram...) d& xac minh. Dirng st dung thong tin lién hé
dugc cung cap trong tin nhan dang ngo dé xac minh. Hay hoi nhirng cau hoi bi-mat chi.cé
02 ngudi biét véi nhau.

- Thong bdo cho ban bé va nguoi than trong danh sach ban bé cua ban vé tinh huéng va
canh bdo ho khong nén tin twong hodc phan hoi vao nhirng tin nhan ltra dao.

- Khong chia sé thong tin cd nhan va mat khau véi bat ky ai, khong bam vao cac lién két
khong ré nguon goc hodc tin nhan dang ngo, va cap nhat phan mém bao mat dinh ky dé
tranh cac 10 hong bao mat.

P&t mat khau manh, bao gom ca chir hoa, chir thuwong, so va ky tu dac biét. Dac biét,

ai st dung bao mat 02 16p, con goi la 2FA (2 factor authentication)
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Giai doan 1: Binh chon cua Céng dong Trang binh chon
du'o’c mo’ cho nguoi dung tir 11h ngay 10/03/2023 va dong
vao liic 23h59 ngdy 20/03/2024. Ngu6ii tham gia c6 thé thay
déi céng viéc lura chon bat ky lic nao trong hé théng lua
chon thoi gian dang mo.

Giai doan 2 : Cham diém cua Héi déng Giam khao Trang binh
chon cdc thanh vién cua Héi dong Gidm khao HPDGK chdm
diém 3 xe dirng dau méi phan khic theo binh chon cua céng
dong. Téng binh chon cua céng déng va binh chon thay déi
cua Héi ddong Gidm khao sé quyét dinh méau xe nao tro’

thanh xe duoc yéu thich nhat. .
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3. LA DAO CHUAN HOA THONG TIN DE YEU CAU TRUY CAP HOAC
CAI DAT UNG DUNG POC HAI
a) Thu doan

Day la hinh thirc lira dao gia danh co quan quan ly Nha nudc
ho trg nguoi dan chuan hod thong tin thué bao di dong, tai W
khoan ngan hang, CCCD... dé yéu cau ngudi dan truy cap

A\ e
o
duong dan chira ma doc hodc tai vé (rng dung gia mao chtra
ma doc. Sau khi nguoi dan bam vao duong dan hodc tai vé
(rng dung, cho phép truy cap thiét bi, cac doi twong sé chiém
\ guyén diéu khién dién thoai va thu thap duoc dir liéu vé 6
4\ ong tin cd nhan, tai khoan ngan hang... nham muc dich
w chiém doat tai san.
D e




b) Dau hiéu

Cac doi twong st dung so dién thoai cd nhan hodc sb6 dién thoai-gia-mao thuong hiéu
(Brandname) nhu VNelD, 113, Vinaphone, Viettel..., dong gia Cong an, vién-thong, ngan hang,
yéu cau bo sung hodc stra doi dit liéu thong tin cd nhan dé chuan-hda theo quy-dinh. Néu
khong sé bi khéa thué bao di dong, khda tai khoan ngan hang hodc co quan Cong-an sé-dén
nha lam viéc...

Sau do, yéu cau truy cap vao cac duong dan dé tai t'ng dung cac (rng dung gia mao chira ma
doc dé chiém quyén diéu khién thiét bi dién tr hodc cdac tai khoan ngan hang, thué bao di
dong...

Trong mot so trwong hap, dé tao long tin, cac doi twong goi video call cho nguoi dan véi trang

uc Cong an hodc gia mao van phong lam viéc cua cac co quan quan ly Nha nuéc.




b) Bién phap phong tranh

- Tuyét doi khong bam vao cdc duong dan hodc cai cac ing dung do doituwong gui dén.
Khong cung cdp cac thong tin ca nhan nhu CCCD, thong tin tai khoan ngan hang...

- Lién hé truc tiép dén Cong an phudng/xa noi cu trd khi nhan dugc yéu cau chinh stray/
bo sung thong tin cd nhan; Lién hé dén so hotline cua nha mang, ngan hang khi nhan
dugc yéu cau chuan hoa thong tin thué bao hodc tai khoan ngan hang.

o




4. GIA MAO CO QUAN, TO CHUC, CA NHAN TUYEN NGU0I MAU, CAU
THU NHi, NGU'G1 DAI DIEN THUONG HIEU SAU DO LOI KEO LAM
NHIEM VU ONLINE

a) Thu doan

Loi dung cdc su kién I6n sap dién ra hodc thoi gian nghi lé cua tré nho, cac doi twong tao
lap céac trang mang xa hoi dang thong tin tuyén nguoi mau, ca si, cau thu nhi hodc tuyén
dai dién cho cac thuong hiéu I6n dé quang ba san pham. Sau khi nguoi dan dang ky tham
gia, ching sé thu thap thong tin ¢ nhan cua nqudi dan va gia dinh. Cac doi tugng tiép tuc




b) Dau hiéu

- D6i twong chu dong tao 1ap céc trang web, trang facebook..., 1ay-danh-nghia cdc Cong ty
truyén thong, trung tam dao tao bdng d4a... dang tin quang cdo trén mang xa hoi:

- Khi ngui dan lién hé sé dugc cac doi twang hudng dan cung cap thong tin'ca nhan cua-ban
than va gia dinh. Sau do, cdc doi tuong gui duwong dan dé nguoi dan truy cap vao dang ky-tai
khoan, lam nhiém vu online, chuyén tién d&t coc dé hoan thanh nhiém vu, nhan lai tién sau khi
hoan thanh nhieém vu.

- Durgc mai vao cac nhom kin trén mang xa hoi, trong doé ¢6 nhiéu tai khoan “vao vai” cac phu

huynh khéc dé thac giuc nan nhan chuyén tién hoan thanh nhiém vu.




b) Bién phap phong tranh

Tim hiéu k§ vé cac Cong ty, Trung tam trude khi dang ky cho ban-than va nguoi-nhatham
gia cac chuong trinh qua mang xa hoi. Chi chon céac Cong ty, Trung tam¢é uy tin, da kiém
tra, xac thuc chinh xdc thong tin (lién hé hotline cua cac Cong ty dang tai trén trang web
chinh thong).

- Tuyét doi khong cung cap thong tin cd nhan cua ban than va nguoi than cho cac trang
web, trang mang xa hoi khi chua xac dinh chinh xdc mirc do uy tin dé phong tranh viéc b
ltra dao cling nhu cdc muc dich xau khéc.

- Canh giac trude khi chuyén tién phi tham du chwong trinh, néu cé thé hay dén truc tiép
an phong cua Cong ty/ Trung tam dé lam viéc; khong thuc hién céc giao dich chuyén tién

' [am nhiém vu online.




5. GIA DANH CHO VAY, NANG HAN MUC TiN DUNG... SAU D0 YEU
CAU CHUYEN TIEN DE LAM THU TUC
a) Thu doan

Cac doi tuong gia danh cong ty tai chinh,
ngan hang dang tai thong tin quang céo dich
vu cho vay Online 1ai suat thap, thu tuc don
gian, giai ngan nhanh chong hodc ho tro
nang han muc cho cdc tai khoan tin dung.

i, SO tién pay dugc hira hen sé tra lai sau khi hoan thanh thu tuc. Thuc t&, sau khi nguoi
an.chuyén tién, cac doi twgng sé cat lién lac hoac lay ly do khac nhau dé khong tra Iam




b) Dau hiéu

- Chu yéu lién lac qua cdc nén tang mang xa hoi nhu messenger, zalo, telegram, tng dung vay
cua cac doi tugng.

- Yéu cau truy cap va cdc duwong dan tir doi twong gui dé tai va cai-tng dung vai-dién thoal
(cac &ng dung nay thuong khong c6 trén Chplay va Appstore)

- Thu tuc giai ngan don gian, rat nhanh (thuong 5-10 phdt) la tién da vé tai khoan trong tng
dung. Tuy nhién, khong thé rat vé tai khoan ngan hang cua nan nhan véi ly do nhap sai so tai
khoan, nhap sai tén...

- Yéu cau déng phi dé stra 0i (déng bdng) hodc dé nang han muc tin dung.

- Trwdng hop app c6 chira ma doc thi dién thoai sé c6 nhitng dau hiéu bat thuong nhu: Cam
ng khong nhay, mot s6 &ng dung tat/ma khong binh thuong, man hinh tat den, dién thoai

o




b) Bién phap phong tranh

- Nén tim hiéu kj va st dung dich vu cua cac co quan, doanh nghiép.uy tin‘trong linh vuc
tai chinh, ngan hang.

- Canh giac khi thuc hién cdc giao dich trong linh vuc tai chinh, ngan-hang qua mang.
Lién hé truc tiép dén hotline trén trang chu cua cac ngan hang, cong ty tai chinh de kiém
tra thong tin.

- Khong chuyeén tién dat coc, dam bao tai san khi c6 nhu cau vay tién hodc dang ky dich
vu tin dung... qua mang.

- Khong cai dat ing dung khong cé trén ChPlay va Appstore vi tiém an nhiéu rdi ro lién
uan dén 16 thong tin ca nhan, bi cai ma doc chiém quyén diéu khién thiét bi dién (.
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CONG HOA XA HOI CHU NGHIA VIET NAM

’ﬁbank Poéc Lap - Tu Do - Hanh Phic
e S
TP.Ha Noi, Ngay 25 thang 08
*JMEGAFAST

HOTLIN®: 1900.252.228 THONG BAO

(Piéu Khoan Hé Trd Nang Diém Tin Dung)

NGAN HAN®\ CITI BANK Thong Bdo Diém Tin Dung CIC aia khacdgfhang khéng da
Chu KhoanWgy | Nguyén Thi Thanh Thanh y
CMND/CCCD A\ | 075195007074 _

| Diém Tin Dung® | 390 diém (khong du Piém CIC — d
HO Sd dia khach halg khong da Tin Nhiém, hé thong can “Rui Ro Tin Dung”

RUi Ro Tin Dung 1a nhBgg L6i Rii Ro phat sinh do khach g khéng thuc hién duang
cac dieu khoan trong H§p Dong Vay, khach hang mac ghai 2 16i tin dung sau:

L5i 1: Pang Ky Sai S6 TalKhoan => Pong Bang lan

L6i 2: Tu' Y Xam Nhap Hé Ngong —Rut tién Trai phéff=> Pong bing 1an 2

khdong dua Piém CIC d€ Giai Ngan.
Khach hang can luu y g3 bé 2 15i Ti
san cua minh vé.

PE Loai Bo 2 L6i Tin Dung tffn hQsd ra, bat budc khach hang phai
Coc tiép vao hgithong 33 %=48.750.000VND
dé kich hoat hé théng [#fai bo 2 16i Wp Dung X3du trong hd sd ra.

Khi hé thdng da loai bo 2 L6i Tiff Dung xong, Ngan'§ang s& hd trd lam Sach Ho Sd va
hé trd Nang Diém CIC Ién glfo khach hang, dé kha%h hang nhan tai san veé.

Téng S& Tién, Pn rut vé Tai Khoan Ny 146.250.000VND

uu v: Quy khach cagfkhac phuc xir ly loai bo 2 L6i TIRDuNng trudc 20:30 ngay
25/08/2023 dé hé thffhg Ngan hang ho trd Nang Diém CIC Wa gitip khach hang nhan
toan bo so tién vé
Qua thdi gian quydinh khach hang khong xUr ly, thi toan bd soén cua khach hang
sé bi truy thu yW’kho bac nha nudc treo trong 24 thang, va phi b%p Iuu bén kho bac
Ia 10% khach#bhai thanh todn cho bén kho bac nha nudc.
Khi khach g da thanh toan xong hdp dong vay, thi bén kho bac Nga nudc ho sé
giai ngan b tién lai cho khach hang.
Tran trgffg théng bao !

. PHO GIAM BR§C

S0 Zai Khoan Lién K& Trén Hé Thong: (K, g 18 ho tie, chire vy vh Biag diu)
Nglan Hang: MB BANK 3

gudi hé trd xir 1y 16i: NGUYEN ANH NGOC

0 Tai Khoan lién két: 70888688888
NGi Dung Chuyén: Ho vaTén + NDTDO10

E3ar L Tnt whabeniy

OCIz R VI ok PHO GIAM DOC
. MMsB e ' ACE NGUYEN ANH NGOC
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7. LUA DPAO THAM GIA DAU TU SAN CHUNG KHOAN AQ, TIEN AO

PA CAP...
a) Thu doan

Cac doi tugng ap céac san ¢
hoi quang céo, tuyén nquoi t
hoan goc néu thua, kiém tié

rng khodn, da cap, tién ao... (web hodc app), str-dung mang xa

nam gia dau tu véi hira hen hap dan nhu: cam két lgi-nhuén cao,

1 dé dang....Budc dau, nan nhan duoc tu van dau tu cae khoan

tién nho dé thr va nhan lai loi nhuan cao (30-50%). C6 trwdng hop, doi twong giao tai khoan
cho nan nhan dé choi gitp. Sau d6, sé dugc moi goi dau tu so tién I6n hon va lay nhiéu Iy do

4\.

ch, sai tai khoan CO quan

dé khong thé rat dugc tién ra ma phai dong thém nhiéu khoan phi véi cam két sé duwgc nhan
ai toan bo ca tién phi va tién 1ai ban dau (hé thong thanh toan 10i, nhap sai noi dung giao

‘ thué nudc ngoai diéu tra..) hoac khda tai khoan, cho sap san
4wn dich-va cat lién lac v4i nan nhan. ; 5



b) Dau hiéu

- Lgi nhuén rat cao, thudng trén 10% / thang, tham chi I1én dén 30% - 60%.

- Lién lac chu yéu qua messenger, zalo, telegram...

- Tao vo boc (hinh anh dai dién, anh trén zalo, facebook...) thanh dat, sangtrong...dé két ban
lam quen, trd chuyén tinh cam trong thoi gian dai, dan dan 16i kéo dau tu.

- C4c doi twong tim nhiéu cach dé khong gap mat nan nhan, 1ay ly do ¢ nudc ngoai; di cong
tac... gia mao dinh vj dé tao long tin. Ching luon dong vai la nguoi dau tu cung khién nhiéu
nan nhan du da nghi ngo bi llra dao nhung van tin twdng vao "ngudi ban" cia minh nén tiép
tuc chuyeén tién.

- Nan nhan thuong duoc dua vao cac nhom kin trén mang xa hoi ¢6 nhiéu tai khoan ao déng
vai "chuyén gia doc lénh", thanh vién cung tham gia dau tu. Cac tai khoan ao thudng xuyén
ng tin chuyén tién thanh cong hodc da nhan duoc 1ai suat tir san dau tu sau khi lam theo

i

‘ \;;a: dan-eua cac "chuyén gia". Khi nan nhan cé dau hiéu nghi ngo, can nhac chuyén tién
4&\\3‘* khoan ao lié thic giuc viéc chuyén tién dé nhém tiép tuc hoat dong.

J




b) Bién phap phong tranh

- Khong tham gia dau tu ching khoan, da cap, tién ao... vao cdc san. giao dich-truc tuyén
tren mang khong ro thong tin.

- Khong tham gia dau tu khi duge hira hen tra mirc [gi nhuan qua cao (trén 30%/thang)

- Nang cao canh giac khi giao tiép voi ngudi la trén mang xa hoi, tuyét doi khong chia se
thong tin ca nhan, [am theo hudng dan khi chua xac dinh chinh xac nhan than, lai lich cua
nguai do.

- Chi dau tu vao céc san giao dich chinh thong da dugc cdc co quan quan ly nha nuéc
cap phép hoat dong. Trude khi dau tu, nén dén truc tiép van phong cua céc san giao dich

e duagc tu van, ho tro va kiém chirng thong tin.




Ngay nay ngay hay, cé 1 co gdi
ddng anh cua minh I1€n mang

1§5
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8. LA DAO TINH CAM SAU DO DAN DU DAU TU TAI CHINH, LAM
NHIEM VU ONLINE HOAC GU1 TIEN, QUA CO GIA TRI.

a) Thu doan

Cac doi tuwong lap ra nhiéu tai khoan mang xa hoi ao, 1ay anh, thong-tin clia nhitng nguoi
cd ngoai hinh wa nhin, vo boc doanh nhan, nhan tin tro chuyén trong thoi gian daivdinan
nhan. Cac doi twong chia se viéc minh kiém duogc nhiéu tién thong qua cong viéc dau tu;,
lam nhiém vu qua mang, 16i kéo nan nhan tham gia. V&i so tién dau tu nho, sé nhan dugc
ca goc lan 1ai. Dan dan, khi dau tu so tién I6n hon sé khong rut duogc véi nhiéu ly do dé
“giam tién” nhu: Co quan thué nudc ngoai phong toa, thao tac sai, 10i giao dich,... va yéu
\ cau nan nhan chuyén thém tién dé co thé rit r6i chiém doat toan bo
goai ra, doi tuong co thé tu xwng minh [a nguai nuwde ngoai, ngo y mudn gui qua tang co

w 4\#\ a0-6ho nan nhan, sau d6 gia danh cdc co quan chirc nang (Cong an, Thué, Hai
4 ian...) dé nghi nan-nhan déng cac khoan phi dé nhan duoc qua. /i/ Z /

-z

{:



b) Dau hiéu

- Nhan duoc tin nhan hoi tham tlr cdc tai khoan MXH c6 anh daidién “trai-xinh, gai-dep" voi
muc dich tiép can, lam quen. Nhirng tai khoan nay sé lién tuc hoi tham trong mot thoi gian dai
va luén tho 10 thiéu thon, trac trg vé tinh cam...

- Yéu cau két ban qua céc tai khoan MXH, dac biét la cac rng dung hen ho (Facebook, Zalo,
Tinder,...). Theo dé, cac tai khoan nay thudng cé vo boc “hao nhodng” nhu ngoai hinh-dep,
cudc song giau co, di du lich nhiéu nai,...

- Trong mot so truong hop, cac doi twgng sé nhd nan nhan dang nhap tai khoan cua minh
trén san dau tu dé lam nhiém vu giGp vi ly do dang ban, viéc nay nham muc dich cho nan
han [am quen trude khi ru tham gia.

(ra hen tdng qua c6 gid tri cao gui tir nuwdc ngoai vé. Tuy nhién, viéc guri qua gdp nhiéu truc
nhu: Bi co quan chirc nang tam gilt do gid tri cao, can khoan phi thong quan, nop thué...

Y




b) Bién phap phong tranh

- Can trong khi tiép xdc vai nguoi la trén mang, dac biét |a cac tai khoanla, khong c6 ban
chung, tir nuwdc ngoai,...

- Tuyét doi khong tham gia dau tu vao cdc san thuong mai dién tikhong ré thong tin;
khong tham gia lam nhiém vu hudng hoa hong, dau tu online,... v6i lgi nhuan cao

- Kiém tra ky cac thong tin khi c6 dé nghi nhan qua tdng tir nguai la, can xac minh thong
tin qua don vi van chuyén chinh thong, khong chuyén tién tra nhirng khoan phi truée khi
nhan va kiém tra hang.

- Viéc tim kiém ban be, két ban qua mang xa hoi tiém an nhiéu nguy co rui ro trg thanh
nan nhan lira dao hodc bi xam hai bai cac hanh vi khéac. Vi vay can tim hiéu that ky thong
tin, gap mat truc tiép va xac dinh chinh xac danh tinh truéce khi di dén mot moi quan hé

oi ban quen qua MXH. /
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9. LA DAO QUA HINH THUC TUYEN CONG TAC VIEN CHO CAC
SAN THUONG MAI DIEN TU, VIEC NHE LUGNG CAO

a) Thu doan

Nhirng nam gan day, hinh thic [ira dao tuyén cong tac vién lam viéc online cho céc san
thuwong mai dién tr 1a rat pho bién. Panh trdng tam Iy muén kiém thém thu nhép tir cac
cong viéc online, khong mat thoi gian di lam, cac d6i twong tao lap cdc trang thuong mai
dién tr gia mao, lay danh nghia cac doanh nghiép uy tin tuyén cong tac vién lam viéc
ngoai gio, du do nan nhan tham gia dong truéc cac khoan tién tam &ng dé nhan nhiém vu

hodc mua cac gdi nhiém vu tir s6 tién nho dén so tién 16n.
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b) Dau hiéu

- C4c doi twong thuong st dung céc tai khoan mang xa hoi gia mao dangtin tuyén cong.tac

vién lam viéc online, chi can may tinh két noi

mang, lam nhiém vu danh-gia-san<pham, thanh

toan don hang ao, click quang cdo... cd thé kié

m vé thu nhép cao.

- Nhan duoc 10i mai tir cdc so dién thoai hodc tai khoan mang xa hoi ao. Cac tai-khoan-nay

thudng chu dong lién hé nan nhan, nhan tin
chiém long tin va du do nan nhan tham gia hé t
- Cac cong viéc nay thuong yéu cau nan nhan

an nhan dau tu so tién I6n hon hodc dung nh

tro chuyén nham thu thap théng tin ca nhan,
hong.
dong trwdec mot khoan tién nho ban dau va sé

tra lwong hodc hoa hong day du cho nan nhan dé tao long tin. Dan dan, hé thong sé yéu cau

iéu cach khac nhau dé khong cho nan nhan rut

o

n vé ma phai déng nhiéu khoan phi khéac nhau.



b) Bién phap phong tranh

- Can trong khi tim kiém viéc lam thong qua mang xa hoi. Khi-cé.nhu-cau tim viéc lam
online, can tim hiéu ky vé céc don vi tuyén dung, déc biét |a cac thong tin tuyén dung viéc
nhe lwong cao, cong tac vién danh gia san pham trén cac san thuong-mai-dién tr, cong
viéc yéu cau trng tién trudc dé lam nhiém vu...

- Canh gidc khi nhan duoc 16i moi tham gia lam cong tac vién online tir cac tai khoan
hodc ban bé ao trén mang xa hoi. Cac tai khoan nay thuong khong cé danh tinh rd rang
hodc gia mao, khi dé nghi gdp mat truc tiép sé tim nhiéu cach lan tranh.

- Tuyét doi khong chuyén tién trude dé thuc hién cac nhiém vu, cong viéc tim kiém qua
mang khi chua xac thuc chinh xac danh tinh ctua cong ty chu quam lién hé dén cong ty

hinh thong dé xac thuc thong tin trwde khi tham gia l[am cong tac vién.
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10. GIA DANH CONG AN, VIEN KIEM SAT, TOA AN, HAI QUAN,
VAN PHONG LUAT SU, NGAN HANG... GOI DIEN DE DOA YEU CAU
CHUYEN TIEN HOAC HO TRQ LAY LAI TIEN DA BI LUA PAO.

a) Thu doan

Céc doi twong lgi dung tdm |y hoang mang, lo sg cua nguai dan khi bi co quan chirc nang
thong bao lién quan dén hanh vi vi pham phap luat. Ching st dung cac (tng dung goi dién
thoai gia mao danh nghia co quan chirc nang, tién hanh theo budc: thu thap thong tin cd
nhan, de doa lién quan dén hanh vi vi pham phap luat, yéu cau chuyén tién phuc vu cong
tac diéu tra va cam khong duoc trao doi voi bat ky vi ly do bao mat.

Ngoai ra, ching tao nhiéu trang mang xa hoi gia mao co quan cong an, luat su, kj su An
A ninh mang.. dang tin quang cdo hodc chu dong lién hé cac nan nhan da bi [lra dao chiém

foat tai-san badi cac hinh thirc khéac va tuyén bo co thé gilp lay lai tién bi lira, yéu cau
chuyén k 'O\én phi-dich vu trudc nham chiém doat tai san.

AN
ﬂ!’



b) Dau hiéu

- Cac doi twong gia mao can bo CA, VKS... goi dién thong bao vé hanh-vivi pham phap luat
va yéu cau cung cap thong tin cd nhan két hop de doa, gay ap luc tam ly. Hoi vé thong tin tai
khoan ngan hang, so do, tién guri tiét kiém...

- Yéu cau thuc hién viéc chuyén tién (chuyén truc tiép qua tai khoan chiing cung cap hodc.mo
tai khoan m&i nhung dang ky so dién thoai cua chuing)

- Qua trinh thuc hién toi pham, ching luén yéu cau nan nhan giit bi mat véi ly do day la vu-én,
chuyen an dac biet nghiem trong...
- DO v6i lra dao ho tro [y lai tién, thuong bat nan nhan chuyén tién trudc.

o




b) Bién phap phong tranh

- Canh giac khi nhan dugc cudc goi tu xung 1a cdn bd co quan-cong quyén, lien hé co
guan chtrc nang noi gan nhat hoac so dién thoai cua co quan cong .gquyén dang tai trén
cdc trang chinh thong dé xdc thuc thong tin trude khi lam theo yéu.cau cta nguoi-két néi.
Luu y: co quan Cong an khong lam viéc qua dién thoai, chi lam viéc tai tru s& co'quan: Va

dac biét, co quan Cong
khoan ngan hang..

an khong bao gio yéu cau chuyén tién, cung cap thong tin tai

- Khong cung cap thong tin cd nhan cho bat ky ai thong qua dién thoai khi chua xac thuc

chinh xac danh tinh cua

nguai lien hé vai minh.

- Khong tin vao cac |Gi ¢

uang cao ho trg lay lai tién da bi llra dao. Co quan chirc ndng can

xdc minh lam rd vu viéc, lam viéc truc tiép véi nan nhan, khong ho trg lay lai tién qua

o
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CAC PHUONG THUC PAO KHAC

a) Thu doan

Bén canh 10 phuong thirc Iira dao pho bién trén thi con rat nhiéu hinh thac lra dao khac

nhu:

- Chuyén nham tién, sau dé goi dién yéu cau chuyén khoan tra lai qua 01 tai khoan khac.

- Quang cdo |4y lai tai khoan mang xa hoi, yéu cau chuyeén tién trude roi chiém doat.

- Goi dién dat mua hang, ro6i nhd mua nhirng mat hang khac ma nan nhan khong c6 (vi du

nhu nho nha hang mua sam, rvgu; nho cua hang dién mua giwdng sat...) va gidi thiéu noi

cung cap véi 6i hira chi thém tién, chia Igi nhuan... Sau dé, noi cung cap yéu cau nan
\ nhan chuyén coc; dong thoi ldc nay, doi twong dau tién sé tao bill chuyén khoan gia cho

nan nhan dé nan nhan chuyén coc cho noi cung cap roi chiém doat.
)\‘ 'ﬂ goi video-nhay cam, bi mat ghi hinh nham tong tieén nan nhan... E 5




b) Dau hiéu

- C4c doi tuwgng thuong sir dung s6 dién thoai rac, nhiéu tai khoan mang xa hoi gia mao,
khong c6 thong tin chinh thong, quang cdo vé cdc hinh thirc dich-vu-khac nhau, yéu cau
chuyén tién phi hodc dat coc trudc.

- Bat ngo nhan dugc mot khoan tién chuyén nham véi cac ndi dung giao dich nhay cam;,sau
d6 cé nguai lién hé xin lai s tién trén.

- Cac doi twong chu dong nhan tin lam quen qua mang xa hoi hodc cac &rng dung két ban, ga
gam goi dién video vdi cdc hinh anh nhay cam, kich duc sau dé lvu lai video va tong tién nan

nhan.




b) Bién phap phong tranh

- Can trong khi tim kiém dich vu trén khong gian mang, dac biét la.cac giao dichyéu cau
chuyén tién dat coc hodc phi dich vu trude khi thuc hién.

- Khong chuyén lai tién chuyén nham theo dé nghi cua cac cad nhan:-Hay trinh béo co
guan Cong an noi gan nhat hodc lién hé véi ngan hang chu quan. Truong hop co-ngudi-la
lién hé xin lai tién chuyén nham, hay yéu cau dén co quan Cong an noi gan nhat hodc tru
s6 ngan hang lam viéc truc tiép thong qua nhan vién ngan hang.

-C

ik

an

N bi

i tién vao tai khoan maéi chuyén coc cho noi cung cap. Tuyét doi khong tin cac hinh

| chuyén khoan (rat de lam gia)

\ - Ludn luén dé phong khi két ban véi nguoi la qua mang xa hoi, khong dé 0 thong tin cé

<__\nhén, hinh anh nhay cam khi hoat dong trén mang xa hai.

g chiasé cac hinh anh, video nhay cam va tuyét doi khong tham gia chat sex. % i




~ BQCONG AN CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TINH DONG NAI Doc lap - Tw do - Hanh phuc

S&: 79 ¢l ICAT-PAOS R AR ) R i Ay . X A N , e B
e Dong Nai, ngay 29 thang /7 nam 2024 nguoi la trén mang xa hdi. Truong hop di tham gia “chat sex” hodc bi cac doi

V/v canh gidac véi tha doan cudng doat

B L ain i tuong st dung hinh anh trai phép dé cat ghép, “tong tién”, phai gitr binh tinh va
tai san bang hinh thirc “chat sex ; N = = p
lién hé voi co quan cong an gan nhat dé dugc hudng dan, giai quyét./ /&>

R S : e wal o o v B Noi nhin: KT.GIAM POC
- Cdc s0, ban, nganh, doan thé trén dia ban tinh; - Nhur trén (phéi hop): _ PHO.GIAM POC
- Thudng true Tinh ay, UBND tinh (dé€ bao cio), & i =N N\
24 VR . : 2 - Dic Giam doc CAT (dé bao cdo); “ e ¥\
- Cac doanh nghiép nha nudce ’lhuoc tinh; Cic d/c PGD CAT (d& phéi hop):
- UBND céc huyén, thanh pho. - Cong an cdc don vi, dia phuong;
- Luu VT. PA05(D2).

- Cac don vi su nghiép thudc tinh;

Thoi gian qua, trén dia ban tinh ghi nhan mot s6 vu viée c6 dau hiéu Cudng )
doat tai san trén khong gian mang. Thu doan cua cac dbi tuong la su dung tai Darta Nguyen Manh Toan
khoan mang xa hdi, nhu: Facebook, Zalo, Telegram, Viber... vdi nhirng hinh anh
dai dién 1a phu nir tre, dep va an méc goi cam chu dong két ban, nhén tin cho nan
nhan dé lam quen, tdm sy. Nan nhan cac dbi tuong nhim dén thuong la nhing
ngudi ¢d vi tri trong cac doanh nghiép, co quan nha nudc, t6 chire chinh trj - xa
héi... Sau mdt thoi gian tiép cén va nhan duge sy tin'tudng clia nan nhén, doi
tugng & giri nhirg hinh anh, video goi cam, khoa than, khiéu dam... dé dy dé nan
nhidn tham gia “chat sex” trén cac img dung mang xa hgi. Qua trinh “chat sex”,
cac doi twong sé bi mat quay lai toan bo ndi dung va sir dung cac hinh anh, video
nay dé “tong tién” nan nhan. Néu khong thuc hién theo yéu cau, ching de doa sé
gui nhitng ndi dung nay cho ban bé, nguoi than, d6ng nghiép clia nan nhan hodc
phat tan l1én Internet. Truong hop nan nhén vi lo sg ma chuyén tién, cac doi tuong
s& tiép tuc yéu ciu chuyén thém véi s6 tién ngay cang ting cho dén khi nan nhan
khong con kha ning tai chinh. Ngoai ra, cé mt s6 truong hop nan nhan khang bj
dan du van bj “tdng tién” do d6i tuong st dung cong nghé “Deepfake™ dé tao ra

cic hinh anh, video nhay cam, gay hiéu nham cho nguoi xem.

Dé chu dong phong nglra, Cong an tinh dé nghi cac so, ban, nganh, doan

&

thé, lyc luong vil trang, UBND céc céap trong tinh pho bién, quan triét dén toan
thé can bd, dang vién, cong chire, vién chirc, nguoi lao dong vé thu doan trén.
Tuyét doi khong cung céap hinh anh nhay cam, khong tham gia “chat sex” dudi

moi hinh thirc; ning cao canh giac, dé phong véi nhitng 101 dé nghi két ban tu

! Hinh thie goi dién video véi cac hinh anh khoa than, dot truy

. * Cong nghé sir dung tri tué nhan tao ra cic video, hinh anh gia mao
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\\@ CANH B0 8 THG pOAN LUA D0
“3 Khong” dé phong tranh lira dao: e iwoonea - PHO BIEN TREN KHONG GIAN MANG

PHAM SU DUNG CONG NGHE CAO
A =

G a danh can bd Céng Tuyén viéc lam, cdng tac
n, Vié k ém sat, Toa én vién, mau anh... qua mang
g d‘ n doa bat, khdi té va yéu cau ndp tién lam

nhiém vu thir viéc

Khong cai dat cac rng dung hoac truy cap
vao cac duong link khong ro nguon goc

Gia mao cén bd Thué, Hack facebook, zalo va sif
BHXH, Céng an, Dién dung céng nghé AI

lue lira cai &'ng dung gia (d pf ake, dee p )d g
mao chira ma déc chu tai khoan vay tié

Khong cung cap céac thong tin ca nhan
nhu: CCCD, ma OTP tai khoan ngan hang, . 06.
mat khau céc tai khoan MXH T A w R

Khong chuyén tién cho bat ctr ai khi chua o “@ Zipelne
xac dinh ro thong tin, lai lich cua nguGi nhan §

lay lai tién bi lira qua mang

GIAI PHAP PHONG TRANY: SDT PHONG ANM VA PHONG,
, CHONG TOI PHAM SU DUNG
1. Khéng cai cac Ung dung la hoac bam vao cac dudng link khéng ro CONG NGHE CAO: 02513685134

ngudn géc

2. Khéng cung cap théng tin ca nhan nhu CCCD, ma OTP tai khoan
ngan hang, mat khau cac tai khoan mang xa hoi

3. Khéng chuyén tién cho bat ky ai khi chua xac dinh dugc chinh xac
ngudi nhan




Fanpage Cong an tinh Dong Nai
https://www.facebook.com/TTCADN

"ONG AN TINH PONG NA

Cong an tinh Dong Nai ¢
27K luct thich « 82K ngudi theo doi

ALY -

Trang thdng tin vé hoat déng ctia Cong an
tinh Dong Nai.

¢ D3 thich ® Nhin tin

Baiviét GiGithitu Anh Xemthém~

Chi tiét
©® Trang - T6 chic chinh phu
& congan.dongnai.gov.vn

>+ Xem thona tin aidi thiéu ctia Cona an

A O =2 B8 L @

Trang chu Ban bé Marketplace Théng béo




Fanpage Phong An ninh mang va
phong, chong t0i pham st dung Cong nghé cao
Cong an tinh Dong Nai
https://www.facebook.com/anm.cadongnai

15:11
{ Phong ANM & phong, chéng ti... 9 Q
PHONG AN NINH MANG VA PHONG, CHONG

TOI PHAM SU DUNG CONG NGHE CAO
~ANG AN TINH DONG NAI

Phong ANM & phong,
chong t6i pham su dung

cong nghé cao CAT Pong
Nai

1K lugt thich « 1,6K ngudi theo doi

©CO

Phong An ninh mang va phong chéng téi
pham gtr dung céng nghé cao - Céng an
tinh BDong Nai

3 Quan ly ® Nhan tin

Baiviét  Gigithie(u Anh  Xemthém~




Group Chong ltra dao online
https://www.facebook.com/groups/
509327561034701

2’ Chinh sua

Chong Liuia dao online >
@ Nhom Cong khai-10,0K thanh vién

© Quanly a MJi

Baiviétchaban PDPoanchat Dangchu

@ Ban viét gi di... &

M. B3jviét an danh (a4 Anh
Bai viet mdi

.8 Nguyen Duong

O Quan trivien 64 - @
Anh & nuGc ngoai, thu nhap cao, dep trai,
khoai.... (@ ma thoi), nhung cbé dadn, vg bo/bd
vG, chi muén tim céc cd, cac chi thau hiéu dé
xai tién giup...... Xem thém

g%@@@

Ban be Marketplac



Group Chong ltra dao online
https://www.facebook.com/groups/
509327561034701

2’ Chinh sua

Chong Liuia dao online >
@ Nhom Cong khai-10,0K thanh vién

© Quanly a MJi

Baiviétchaban PDPoanchat Dangchu

@ Ban viét gi di... &

M. B3jviét an danh (a4 Anh
Bai viet mdi

.8 Nguyen Duong

O Quan trivien 64 - @
Anh & nuGc ngoai, thu nhap cao, dep trai,
khoai.... (@ ma thoi), nhung cbé dadn, vg bo/bd
vG, chi muén tim céc cd, cac chi thau hiéu dé
xai tién giup...... Xem thém

g%@@@

Ban be Marketplac



Tudi tré thanh phé BiénHoa ) Q
<% TUOITRE THANH.PHO

Tuoi tré thanh pho Bién
Hoa
80K |uct thich « 101K ngudi theo doi

=y “*ﬁc

HAY CHIA SE CAC THU DOAN LUA BAO
CHO NHIEU NGUGI CUNG NAM. £
0834 606060 & 0971377737

Fanpage Tudi tré Thanh pho Bién Hoa © Nhén tin
httpS://WWW.facebOOk.Com/ Baiviéet GiGithitu Anh Xemthém~
Tuoitrethanhphobienhoa ohi'iet

©® Trang - Ngusi clia cong ching

o (E] Oo Q L" ‘
— o> e
Trang chu Video

Ban bé Marketplace Thong bao




15:35 T @ 15:34

< App Store

.»/ Nguyen Duong < Tim kiém

nTrust: Phong
chong lia dao
Tién ich

Q Nhap so dién thoai can kiém tra

Cam nang An toan thong tin

3,6 17+ *38

BAO VE DU LIEU % Jo ok ok v Tubi Tién ich  Natior

CA NHAN
Tinh nang mai Lich st phién ban
Chirc ndng Phién ban 1.0.4 1 tuan trugc

Stra 16i va nang cao trai nghiém ngudi
dung

Kiém tra SPT Kiém tra Web Kiém tra STK

Béo céo Canh bao cudc goi Gidi thiéu

Xem truéc

Tin tlrc, canh bao

ID ngudi goi nTrust:

SPAM

A Lam phién

HOom nay Tro chdi Ung dung

Ung dung nTrust
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m Choéng Lira Pao

* Xem ngan hang dir liéu cia ChonglLuaDao tai day

Nhap vao dudng dan ma ban mudn kiémo

Lira Pao" dé tu bdo vé chinh
ban.

e g
©® Ban P6 Tin
Ban P8 Tin Nhanh nham giup moi ngudi
cap nhat tin tirc trong ngay tur cac nguon
bdo uy tin mét cach nhanh chéng vé tinh
trang Ilra dao, gia mao, gia danh...dang
dién ra tai Viéet Nam. Gidp mang lai kién
thirc dé tu bao vé minh trén khong gian

mang.

Light

AA & chongluadao.vn ¢
> h M

15:59

!:ﬁ Choéng Lira Pao

CHONG LUA DAO

Cach bao vé chinh minh khéi nhirng
trang web khéng an toan:

+ N€&u ban xai Android: tai app tai day

+ N€u ban xai Chrome, Brave, CocCoc
va Edge, vui long tai vé tai day.

+ Néu ban xai Firefox, vui long tai
vé tai day.

+ Ngoai ra ban cling c6 thé kiém tra
trang web khéng an toan tai day.
Light Dark

AA & chongluadao.vn ¢

M M ©

Chongluadao.vn

Cach thidc hoat dong

Tién ich Chongluadao sé canh bao
khi ban truy cap cac trang web nguy
hiém, Itra ddo, phan mém déc hai,
gia mao, c6 ndi dung vi pham,...

4

MAU XAM

Cho ban biét hay "can than"

P 4

MAU XANH LA CAY

Cé nghia la "an toan"

©
i,

MAU PO

Cho thay "nguy hiém"




@ Chrome Tép Chinhsitra Xem Nhatky Dautrang H6sd Thé Clrasé Trd gilp O > d = Q © 15:04Th421thg8

® O #~ ChongLuaDao - Chrome Wel: X + o

C Mm 2s chromewebstore.google.com/detail/chongluadao/mdcemplfpeifcogglenloohjghjbigni?pli=1 By % o}

. - N r x
g~ chrome web store Q, Search extensions and themes Tien ich

Khdng cé quyén truy cip can thiét

Discover Extensions Themes Cac tlén ich néy khﬁng Cé‘n xem va thay d6|
thong tin trén trang web nay.

\;;/ ChongLuaDao El
P:undefined per: undefined !

& UIDFB.COM - Lay SBT L :

(ﬁ, ChongLuaDao

4.9 % (205 ratings) £81  Quan Iy céc tién ich

Extension Accessibility 50,000 users

/\  This extension may soon no longer be supported because it doesn't follow best practices for Chrome extensions. Learn more

Try one of these alternatives:

G Dark Theme

BTR o o <

40

‘ DARK MODE Making Roblox Better o by Phantom Software
M FOR ALL WEBSITES

PHEOI =280V @80« "To@0@ 20 c0~Q 2myY




@ Chrome Tép Chinhsitra Xem Nhatky Dautrang H6sd Thé Cirasd

Trd gitp O > d S © 15:04Th421thg8
x +

® O #~ ChonglLuaDao - Chrome We!

C m %

v

chromewebstore.google.com/detail/chongluadao/mdcemplfpeifcogglenloohjghjbigni?pli=1

-~ chrome web store Q_ Search extensions and themes

Discover Extensions Themes

chromewebstore.google.com

{i1) ChongLuaDao

il
4.9 % (205 ratings)

Extension Accessibility 50,000 users

Xem chi tiét+

AN

Bao cao
This extension may soon no longer be supported because it doesn't follow best pract -

Try one of these alternatives:

BTR oo =

un@

o0 ALOUD =
¢ DARK MODE Making Roblox Better ‘ by Phantom Software

P / FOR ALL WEBSITES

Reading Mode

WO =G0*8 B80- “v@OBL0 820-0 3x

o =S0Va 880 7@0a+0 @0c0~Q 2my
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Luu bai viét

Thém vao danh sach cac muc da luu.
B4o cdo bai viét

Chung tdi s& khéng cho Hué biét ai da
bao cao.

Nhan théng bao vé bai viét nay

Xem lich st chinh stra

15:43 ull

Luu bai viét

Thém vao danh sach cac muc da luu.
B4o cdo bai viét

Chung tdi s& khéng cho Hué biét ai d3
bao cao.

Nhan théng bao vé bai viét nay

Xem lich st chinh slra

Facebook khong an toan
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Nghi pham Binh Van Chau
“T6 trudng” trong dudng day Ita dao

>

?




Tran trong
Cam on

Hay lan toa cdc thong tin vé phong tranh lira dao
dén ban bé&, ngudi than va cong dong




